




ARE YOU AWARE OF POSSIBLE WIRE FRAUD? 
 

 

 

Yes, you can absolutely be scammed with a wire transfer, as these scams often use wire 

transfers to defraud victims because the funds are difficult or impossible to recover once 

sent. Common scams include Business Email Compromise (BEC) where a scammer 

impersonates a trusted person to request funds, fake check scams where you're asked to 

send back a portion of a bad check, and romance or family emergency scams. To protect 

yourself, verify the identity of anyone requesting money, be suspicious of urgent deadlines, 

never send money to a stranger. 

Common Wire Transfer Scams 

• Fake Checks/Overpayment: 

A scammer sends you a check for more than you are owed and asks you to wire back the 

difference. The check will eventually bounce, but the wired money is gone. 

• Business Email Compromise (BEC): 

Scammers pose as executives, vendors, or other trusted individuals to trick employees into 

sending wire transfers to the scammer's account. 

• Romance/Family Emergency: 

A fraudster creates a false emotional connection, then claims to be a loved one in trouble 

or a romance interest needing money for an urgent situation. 

• Government/Utility Scams: 

Scammers impersonate government officials (like the IRS) or utility company 

representatives to pressure you into paying an overdue bill via wire transfer. 

• Real Estate Wire Fraud: 

Scammers posing as real estate agents, title companies, or lenders instruct homebuyers to 

send their closing funds to a different bank account. 

To help ensure that you are not being scammed, please initial each of the following 

statements on the following page. Note that scams come in many different forms and that 

the scammers are VERY GOOD at what they do. Signing off on the following statement 

does NOT provide absolute proof that the transaction is not a fraud. 

ALL WIRE TRANSFERS ARE FINAL. ONCE SENT, FUNDS ARE NOT RECOVERABLE 

AND ARE AT YOUR OWN RISK OF LOSS. 



ARE YOU AWARE OF POSSIBLE WIRE FRAUD? 
 

 

 
I,  , am aware that wires are FINAL and are sent at my risk. 
 

Please initial next to each question to confirm your review and acknowledgment of the 
corresponding item. 

 I have done business with this company before. 

  If you haven’t done business with this company before, how do you know it is 

a legitimate business?  

   It is a real estate transaction, and I have the wire information directly from the 

escrow company. 

   I have done research on this company and am 100% certain it is legit. 

     I have met in person with employees of the company. 

     There are no misspellings or odd phrasing in any communication (emails, etc.). 

     I have directly dialed a phone number to the person I am doing business with. 

     There is no pushy behavior or urgency to this transaction. 

     I have looked up a phone number for the company on the internet and called 

that number for verification. Phone number:  

    The web page that the phone number was on appears to be a legit business. 

      No one has asked me to stay on the phone with them while I complete 

the transactions. 

    No gift cards or Crypto currency are involved in the transaction. 

    No use of common scammer phrases like: “Act now” or “Final warning”. Other flags 

are “Your account has been suspended” or claiming to be government officials including 

IRA agents, law enforcement, or NCUA auditors. 

      I have not been asked to forward money for others with any form of commission 

for myself. 

    The wire instructions have not been changed at the last minute. 

    I have not been instructed to “not tell anyone in the credit union” nor have I 

been provided with a cover story to tell the credit union staff. 

    I understand that WIRE TRANSFERS ARE FINAL AND CAN NOT BE RECOVERED! 
 
 
 

Member’s signature 
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